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Based on the following articles:

https://wiki.archlinux.org/index.php/PCI_passthrough_via_OVMF
https://github.com/vanities/GPU-Passthrough-Arch-Linux-to-Windows10
https://old.reddit.com/r/archlinux/comments/5yi7w7

IOMMU-enabled CPU
IOMMU-enabled Motherboard
At least 2 GPUs (preferably two different models)
At least 2 displays

The following assumes that IOMMU has been enabled in the BIOS beforehand. The procedure
differs from motherboard to motherboard.

To enable PCI passthrough, we'll first have to figure out the IDs of the devices to pass through.
These can be determined using lspci -nnk . There you should find an entry like this:

Arch Linux PCI Passthrough

Prerequisites

Note:

IOMMU is a generic name for Intel VT-d and AMD-Vi

Setting up devices

01:00.0 VGA compatible controller [0300]: NVIDIA Corporation GP104 [GeForce GTX 1080] 

[10de:1b80] (rev a1)

	Subsystem: eVga.com. Corp. GP104 [GeForce GTX 1080] [3842:6183]

	Kernel driver in use: nvidia

	Kernel modules: nouveau, nvidia_drm, nvidia

01:00.1 Audio device [0403]: NVIDIA Corporation GP104 High Definition Audio Controller 

[10de:10f0] (rev a1)

	Subsystem: eVga.com. Corp. GP104 High Definition Audio Controller [3842:6183]

	Kernel driver in use: snd_hda_intel

	Kernel modules: snd_hda_intel

https://wiki.archlinux.org/index.php/PCI_passthrough_via_OVMF
https://github.com/vanities/GPU-Passthrough-Arch-Linux-to-Windows10
https://old.reddit.com/r/archlinux/comments/5yi7w7


The IDs we want are these:

01:00.0 VGA compatible controller [0300]: NVIDIA Corporation GP104 [GeForce GTX 1080] [ 10de:1b80
] (rev a1)  01:00.1 Audio device [0403]: NVIDIA Corporation GP104 High Definition Audio Controller 
[ 10de:10f0 ] (rev a1)

Now that we know these IDs, we can adjust our kernel parameters to enable IOMMU. For that we'll
have to edit the /etc/default/grub  file. There we'll have to add intel_iommu=on  and
pci_stub.ids=<IDS>  the GRUB_CMDLINE_LINUX_DEFAULT  variable. An example configuration would look
like this:

(Replace intel  with amd  on systems with an AMD CPU)

Now update grub:

After rebooting, your PCI device should now be isolated and ready to use with a VM. To make sure
that the devices have been isolated successfully, check the output of lspci -nnk  again. This time,
the output should look like this:

The key difference being the kernel driver, which is now pci-stub  instead of nvidia.

Install the following software:

# /etc/default/grub

...

GRUB_CMDLINE_LINUX_DEFAULT="quiet intel_iommu=on pci_stub.ids=10de:1b80,10de:10f0"

...

sudo grub-mkconfig -o /boot/grub/grub.cfg

02:00.0 VGA compatible controller [0300]: NVIDIA Corporation GM204 [GeForce GTX 970] 

[10de:13c2] (rev a1)

	Subsystem: eVga.com. Corp. GM204 [GeForce GTX 970] [3842:2974]

	Kernel driver in use: pci-stub

	Kernel modules: nouveau, nvidia_drm, nvidia

02:00.1 Audio device [0403]: NVIDIA Corporation GM204 High Definition Audio Controller 

[10de:0fbb] (rev a1)

	Subsystem: eVga.com. Corp. GM204 High Definition Audio Controller [3842:2974]

	Kernel driver in use: pci-stub

	Kernel modules: snd_hda_intel

Setting up Environment



then enable and start libvirt:

and enable the default libvirt network (Note: it may be necessary to install the dnsmasq  and
ebtables  packages beforehand):

Add your user to the libvirt  group:

Now we can start setting up the VM itself. Start virt-manager  and create a new VM.

If QEMU/KVM does not show up, you might have to add it using File/Add new Connection. Make sure
that qemu is installed.

Insert the Windows installation disk, define the amount of memory and CPU cores the VM is allowed
to have, set up storage and specify the name.

Before hitting Finish, select Customize configuration before install .

In the next configuration window, set the firmware to UEFI in Overview .

For better IO performance, add the following hardware:

Controller:Type=SCSI,ModelVirtIO SCSI (Change Disk bus from SATA to SCSI for boot disk)
Storage:CDROM,SATA with the ISO from here.

Now we can start the VM and start instaling Windows. Sometimes the VM doesn't correctly boot
from the ISO, in which case you will enter a prompt. Just enter exit  and choose the boot device
manually should this happen.

sudo pacman -S qemu libvirt ovmf virt-manager

sudo systemctl enable libvirtd.service

sudo systemctl enable libvirtd.socket

sudo systemctl start libvirtd.service

sudo systemctl start libvirtd.socket

sudo virsh net-autostart default

sudo virsh net-start default

sudo gpasswd -a $USER libvirt

Setting up Virtual Machine

https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/archive-virtio/virtio-win-0.1.173-8/


Proceed to install Windows as usual. If you decided to use the SCSI controller, you'll need to install
the drivers using the downloaded ISO file.

Don't bother installing any drivers after the installation completes and turn off the VM instead.

First off, we'll remove the virtual display and input devices. Make sure to remove the following:

Tablet
Display Spice
Channel spice
Video QXL

Then add the PCI devices you want to attach to the VM using Add Hardware -> PCI Host Device .
Usually this would be the GPU display and audio devices. So a total of two devices.

Once this is done, we'll have to edit the configuration file to solve some issues as well as enable
mouse and keyboard sharing with the host system. (You can also use dedicated devices for the
keyboard and mouse, but that's pretty unwieldy)

First off, you need to figure out your mouse and keyboard IDs. You can do that by searching
through /dev/input/by-id/ . In case you device shows up as multiple devices, use sudo cat 
/dev/input/by-id/<ID> , then press some buttons or wiggle the mouse and check if anything is
output. If it is, that should be the correct device.

Now we'll go on to edit the VM configuration XML file directly. This can be done by running

There we will add the following:

Mouse + Keyboard Passthrough

At the top of the file, change

to

and then add the following lines near the end of the file (before the closing </domain>):

Passing Hardware to the VM

sudo EDITOR=nano virsh edit <VM_NAME>

<domain type='kvm'>

<domain type='kvm' xmlns:qemu='http://libvirt.org/schemas/domain/qemu/1.0'>



This should allow changing the keyboard and mouse from host to guest and vice-versa by pressing
the left and right CTRL keys simultaneously.

Additionally, you will have to add the following to /etc/libvirt/qemu.conf :

Nvidia Driver Issues

To ensure that nvidia drivers don't cause errors from running in a VM, we'll have to add the
following:

...

<qemu:commandline>

<qemu:arg value='-object'/>

<qemu:arg value='input-linux,id=mouse1,evdev=/dev/input/by-id/MOUSE_NAME'/>

<qemu:arg value='-object'/>

<qemu:arg value='input-linux,id=kbd1,evdev=/dev/input/by-

id/KEYBOARD_NAME,grab_all=on,repeat=on'/>

</qemu:commandline>

</domain>

...

user = "<USER>"

group = "kvm"

...

cgroup_device_acl = [

    "/dev/input/by-id/KEYBOARD_NAME",

    "/dev/input/by-id/MOUSE_NAME",

    "/dev/null", "/dev/full", "/dev/zero",

    "/dev/random", "/dev/urandom",

    "/dev/ptmx", "/dev/kvm", "/dev/kqemu",

    "/dev/rtc","/dev/hpet", "/dev/sev"

]

...

...

<features>

	<hyperv>

		...

		<vendor_id state='on' value='KVM VM'/>

		...

	</hyperv>



Also consider adding <ioapic driver='kvm'/>  in the <features>  section to avoid BSODs.

Once the configuration is done, the VM should be ready to use.

Make sure that you have a display connected to the GPU, since the VM will only ouput using the
GPU.

Once the graphics drivers are installed, the VM should have full access to the GPU.

To set up looking-glass, install the looking-glass  AUR package. Then add the following to your VM
XML configuration:

The 32 is dependent on the resoultion to pass through. For 1080p and 1440p, 32 should be used.

Then add the following line to /etc/tmpfiles.d/10-looking-glass.conf :

	...

	<kvm>

	<hidden state='on'/>

	</kvm>

</features>

...

Running the VM

Additional Setup

Looking Glass

...

<devices>

    ...

  <shmem name='looking-glass'>

    <model type='ivshmem-plain'/>

    <size unit='M'>32</size>

  </shmem>

</devices>

...



and run the command

Afterwards, you will have to install the driver and looking glass host. To do this, first go into Device
Manager. There, go to System Devices/PCI standard RAM Controller and install the signed driver
from Red Hat from here.

Afterwards install the Visual C++ Redistrubutable from here. Then install the looking glass server,
downloaded from here.

Once the server is running, you should be able to use looking glass using looking-glass-client -sF

TODO: Figure out why it's not working right now.

To set up scream, install the scream  AUR package. Then add the following to your VM XML
configuration:

The 2 is the identifying number and has to be the same in subsequent steps.

Then add the following line to /etc/tmpfiles.d/10-scream-ivshmem.conf :

and run the command

Afterwards, you will have to install the driver and scream server. To do this, first go into Device
Manager. There, go to System Devices/PCI standard RAM Controller and install the signed driver
from Red Hat from

f	/dev/shm/looking-glass	0660	<USER>	kvm	-

sudo systemd-tmpfiles --create /etc/tmpfiles.d/10-looking-glass.conf

SCREAM Audio

...

<shmem name="scream-ivshmem">

  <model type="ivshmem-plain"/>

  <size unit="M">2</size>

</shmem>

...

f	/dev/shm/scream-ivshmem	0660	<USER>	kvm	-

sudo systemd-tmpfiles --create /etc/tmpfiles.d/10-scream-ivshmem.conf

https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/upstream-virtio/
https://visualstudio.microsoft.com/downloads/
https://looking-glass.io/downloads


here.

Install the scream driver from here

Finally, add a DWORD in the regisrty editor (regedit.exe) at the following location:

(You may need to create the Options key)

The DWORD to add is called UseIVSHMEM  and has to have the same value as the shared memory file
size (which is normally 2)

When using the default PS2 keyboard and mouse, it can lead to serious performance problems in
games. To fix this, change

to

and install the drivers for the two new devices in the device manager using the drivers from here.

Note: The PS2 keyboard and mouse will be regenerated and also show up as separate devices in
the device manager, but as far as I can tell, that's fine as long as the virtio devices drivers are
installed correctly.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Scream\Options

Fixing Keyboard and Mouse Performance

<input type='mouse' bus='ps2'/>

<input type='keyboard' bus='ps2'/>

<input type='mouse' bus='virtio'/>

<input type='keyboard' bus='virtio'/>

https://fedorapeople.org/groups/virt/virtio-win/direct-downloads/upstream-virtio/
https://github.com/duncanthrax/scream/releases
https://github.com/virtio-win/virtio-win-pkg-scripts/blob/master/README.md


create snapshot: zfs snapshot <POOL>@<SNAPSHOT_NAME>
List snapshots: zfs list -t snapshot
delete snapshot: zfs destroy <POOL>@<SNAPSHOT_NAME>
delete multiple snapshots:

# Be very careful!

zfs list -H -t snapshot -o name -S creation -r > snapshots.txt

# Remove snapshots to keep from file

cat snapshots.txt | xargs -n 1 sudo zfs destroy

rm snapshots.txt

delete oldest 10 snapshots: zfs list -H -t snapshot -o name -S creation -r <POOL> | tail 
-10 | xargs -n 1 sudo zfs destroy

Basic status: zpool status
Status with GUUIDs: zpool status -g
Show storage usage: zfs list

ZFS Cheat Sheet
Replace disk

zfs offline <PoolName> <DiskName>

# New HDD insert

zfs replace <PoolName> <DiskName>

Snapshots

Status

Setup



Import existing ZPool: sudo zpool import <POOL>



Set up Server
Initial Setup

# First, install OS and SSH into root user

passwd

adduser hermann

usermod -aG sudo hermann

su hermann

ssh-keygen -b 4096

echo <SSH_PUBKEY> > ~/.ssh/authorized_keys

# Check if sudo works

exit

# Check if login using SSH key works

nano /etc/ssh/sshd_config # set PasswordAuthentication, PermitRootLogin to no; Port to 9022

systemctl restart ssh

hostnamectl set-hostname netcup

apt update

apt install git docker-compose nginx letsencrypt python3-certbot-nginx

usermod -aG docker hermann

Home Directory + Docker
mkdir git backups

cd git

git clone https://gitlab.namibsun.net/namboy94/docker-compose-configs.git

# Setup all that docker goodness

Nginx



sudo systemctl start nginx.service

sudo systemctl enable nginx.service

sudo rm /etc/nginx/sites-available/default

sudo rm /etc/nginx/sites-enabled/default

# Add own configs to /etc/nginx/sites-available

for x in /etc/nginx/sites-available/*; do sudo ln -s $x /etc/nginx/sites-enabled/`basename $x` 

; done;

sudo systemctl restart nginx.service

# Letsencrpyt:

sudo letsencrypt --nginx -d <DOMAIN>

Gitlab Runners
curl -L https://packages.gitlab.com/install/repositories/runner/gitlab-runner/script.deb.sh | 

sudo bash

sudo apt update && sudo apt install gitlab-runner -y

sudo gitlab-runner register -n --url https://gitlab.namibsun.net --registration-token <TOKEN> 

--executor shell --description "Docker Builder"

sudo gitlab-runner register -n --url https://gitlab.namibsun.net --registration-token <TOKEN> 

--executor docker --description "Docker Runner" --docker-image ubuntu

sudo usermod -aG docker gitlab-runner



Amazon Shopping
Anidroid
Google Authenticator
Baconreader
DB Bahn
Bitwarden
Caldav Sync
Carddav Sync
Garmin Connect
Corona Warn
DB Navigator
DSub
Element
Firefox
Hk-Bets
Phillips Hue
ivms-4500
Jellyfin
Kicker
MX Player
My Fitness Pal
Nextcloud
Nova Launcher
PayPal
Pokemon Home
Pokemon Go
Solid Explorer
Splitwise
Telegram
Titanium Backup
Whatsapp
KLWP

Smartphone Setup
Required Apps



Backup All App
Backup KLWP Theme
Backup Whatsapp Messages
Backup Google Authenticator Keys
Create TWRP Backup

Stuff to do before wiping



Einschalten: Power Button
Ausschalten: Power Button
Navigierung durch Menus:

Oben/Unten/Rechts/Links mit Arrow Keys/Pfeiltasten
Select mit Enter
Zurück mit Backspace

Lautstärke adjustieren
Mit Knob am Verstärker
Mit Volume Tasten auf dem Keyboard

Video stoppen
'X' Taste

Fullscreen an/ausschalten
'|' beziehungsweise '' Taste drücken

Fernsehen wird automatisch eingeschalten
Ausschalten durch Tastenkombination ALT-F4
Wieder Einschalten durch Favourites/Fernsehen + ENTER

Fernsehen mit ALT-F4 ausschalten
Zu Favourites/Familie und Urlaub mit Steuerkreuz/Enter/Backspace navigieren
Video auswählen
Enter drücken

Wohnzimmer HTPC
General

Fernsehen

Familienvideos

TV Serien



Fernsehen mit ALT-F4 ausschalten
Zu Favourites/TV Series mit Steuerkreuz/Enter/Backspace navigieren
Serie + Episode auswählen
Enter drücken

Kein Sound

Ist der Verstärker an?
Verstärker anschalten

Ist der Verstärker auf Source "DVD"?
Verstärker mit der Remote auf Source "DVD" schalten

Ist Windows gemuted?
Mute oder Volume Up auf dem Keyboard drücken.

Kein Bild

Ist die Bildquelle auf Input 6?
Auf der Remote drücken:

TV/Video
Mit Oben/Unte/Rechts/Links zu Input 6 navigieren
Enter

Input Box rechts oben

Auf der Remote auf Display drücken

Kodi ist abgestürzt/ausgeschalten

Auf das große Blau/Weiße 'K' doppelclicken

Troubleshooting



codenames https://codenames.game/ skribbl.io https://skribbl.io/ monopoly
https://www.webopoly.org/ poker https://www.pokernow.club taboo http://playtaboogame.com uno
http://www.play-uno.com risiko

Games



Level 1: Kategorie
Level 2: Ereignis Folder

Datum in ISO-Format ohne Tag (YYYY-MM)
Kurze Beschreibung (z.B. Australien)
Bei unbekanntem Datum: 0000-00, 2010-00
Bei Zeitspanne: Beginn der Zeitspanne

zB 2010-12 bis 2011-01: 2010-12
Level 3: Aufteilung in Medientypen

Fotos
Audio
Video
(Zusammengeschnittene) Clips

Level 4:
Prinzipiell ein Folder pro Gerät, Folder nach Gerät benannt (zB Handy, Canon)

Große Urlaube
Übersee (Außerhalb Afrika)
2+ Wochen

Kleine Urlaube
Außer Ortes mit mindestens 1 Übernachtung

Alltag
Alltag und Misc. Fotos der direkten Familie

Bekannte
Fotos von Familie, Freunden oder Bekannten die nicht wir gemacht haben
Auch Besuch von Familie, Freunden, Bekannten

Events
Einmalige Ereignisse
Hochzeiten
Beerdigungen
Ehrungen
etc.

Familienfotos

Foto & Video System
Foto & Video System

Kategorien



Familienfotos
Feiertage

Wiederkehrende Feiertage
Weihnachten
Ostern

Geburtstage
Geburtstage

Infrastruktur
Gebäude
Möbel
Technik

Karneval
Karneval

Kuriositäten
Kleine Ereignisse, die nicht Alltag sind
Kochen/Backen
Tiere
Naturereignisse (Regen, Schnee, etc)

Outings
Ausgehen mit maximal einer Übernachtung
zb Bowling, Go Karts, Essen Gehen, Europa Park, Oktoberfest, Braaien

Schule
Alles was mit Kindergarten, Schule oder Uni zu tun hat
Sportfeste
Klassenausflüge
Abschlussfeiern
Laternenfeste
etc.

Sport
Alles was mit Sport zu tun hat
zB WM, Stadionbesuche, Die Fußballer

Werke
Selbsterstellte Sachen, welche nicht genauer kategorisiert werden
BSP: Weihnachtskarten, Collage, Familienwappen


